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• JSR Team Overview

• JSR Available Services

• J-RAD 102 Overview

• JITC Risk Assessment Methodology

Agenda

UNCLASSIFIED

– 1. Identify critical implementations of TV-1 standards

– 2. Determine value of risk factors

– 3. Calculate risk for each implementation

• Next steps for testers

– Test plan

– Test report
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• JITC Standards Risk Assessment Methodology

– NR-KPP Guidebook, Appendix E

– http://jitc.fhu.disa.mil/cgi/jsr/

• J-RAD population and maintenance

– Standards research

JSR Team Overview
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– Standards research

• JITC Standards Research (JSR) Services Available

– Full Service 

– Self Service
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• J-RAD Self-service

– Instructions for access: 
http://jitc.fhu.disa.mil/cgi/jsr/downloads/jsr_request.pdf

– New web-enabled J-RAD Self Service

• J-RAD Full-service

JSR Available Services
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• J-RAD Full-service

– Estimate level of risk

– Prioritize testing

– Justification for priority of testing

– Rationale to support testing decisions 

– Plan for test resources

• JSR Other Services
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• To provide a complete understanding of the standards risk 
assessment methodology as published in the NR-KPP 
Guidebook – Appendix E

• To give testers the ability to perform critical thinking necessary 
to identify known issues and consider the implications for their 
system with respect to likelihood of failure and impact of 

J-RAD 102 Overview

UNCLASSIFIED

system with respect to likelihood of failure and impact of 
potential failure.

• To provide a standardized set of quantification levels 
necessary to estimate the value of risk factors for their 
standards implementations in context with the system under 
test.
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• Follows DoD Risk Methodology
– http://www.dau.mil/pubs/gdbks/docs

/RMG 6Ed Aug06.pdf

• Accurate Risk Calculation

JITC Risk Assessment Methodology
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• Promotes development of 
supporting rationale
(for defensible test plans)
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1. Identify critical implementations 
of TV-1 standards

2. Determine value of risk factors

JITC Risk Assessment Methodology
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3. Calculate risk for each 
implementation
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• Review the System View-6

1. Identify critical implementations
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• Create an Integrated Architecture Traceability Matrix

• Standard implementations that need to be tested:
– Implementations that support joint critical information exchanges
– Implementations that support joint critical system functions 
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• Identify and consider known issues

• Estimate and quantify likelihood that implementation will fail

• Estimate and quantify potential impact of failure

2. Determine value of risk factors

UNCLASSIFIED
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• Identify known issues

– How mature/stable is the standard? (A more mature standard will often 
have a lower likelihood of failure.)

– What is the Department of Defense Information Technology Standards 
Registry maturity rating?

– Does the standard have a history of ineffective implementations? What 
are they?

2. Determine value of risk factors
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– Does the standard have a history of ineffective implementations? What 
are they?

– Does the standard have a history of problems with other versions, 
platforms, or standards? What are they?

– Do earlier versions of the system have a history of ineffective 
implementations of the standard? What was the problem?

– Is this a military-unique standard? (Certain types/categories of 
standards are less likely to have the same issues that plague 
commercial developers.)
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• Identify known issues (Cont.)

– Does the standard have a broad support base that will drive continued 
updates? What organizations comprise the support base?

– Does the developer have experience with the standard?

– For new code:  Was the software developed using a development tool 
that incorporates the standard and is a mature development tool? 
(Developers who write code from scratch may not implement the 

2. Determine value of risk factors
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that incorporates the standard and is a mature development tool? 
(Developers who write code from scratch may not implement the 
standard correctly.)

– Is the standard dependent on non-mandated standards? What are 
they?

– Is the standard adaptable? Can the implementation be used through an 
extended lifespan?
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• Estimate and quantify likelihood

– Has the known issue been studied and resolved?

– Have resolutions to the known issue been published throughout the 
developer communities of interest?

2. Determine value of risk factors

UNCLASSIFIED
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• Estimate and quantify impact 

– Does this implementation of the standard support a critical function or 
information exchange?

– Does this implementation of the standard enable a joint service?

– Does the standard enable access to or by varied Departments, 
Services, or Agencies?

2. Determine value of risk factors
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Services, or Agencies?

– Does the implementation affect an information exchange that crosses 
security or domain boundaries?
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• Use risk matrix as shown in the DoD Risk Assessment Guide

3. Calculate risk

UNCLASSIFIED
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• Plan testing to focus on high risk implementations

– Defend test plan using quantifiable risk with rationales

• Report test results 

– Defend untested implementations using quantifiable risk with rationales

Next steps for testers
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• Estimate level of risk

• Prioritize testing

• Justification for priority of testing

• Justification to support testing decisions 

• Plan for test resources

Summary
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• Plan for test resources

• Benefits

– Follows DoD Risk Methodology

– Accurate Risk Calculation

– Promotes development of supporting rationale
(for defensible test plans)
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• JSR Page on JITC website

– http://jitc.fhu.disa.mil/cgi/jsr/

• JSR Methodology

– http://jitc.fhu.disa.mil/cgi/jsr/downloads/nrkpp_guidebook_appdxe.pdf

Helpful Links
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• Submit a JSR Request

– http://jitc.fhu.disa.mil/cgi/jsr/#

• NR-KPP Guidebook

– https://www.intelink.gov/inteldocs/action.php?kt_path_info=ktcore.action
s.document.view&fDocumentId=347416



Version 0.1


